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Executive Summary

Overview

Standardization should point the way to higher quality offerings and support to all LBNL computer users, from scientists to administrators.  ITSD must supply a minimum infrastructure (e-mail, networking, administrative applications and cybersecurity) under an essentially fixed overhead and fixed recharge rate.  Efficiencies derived by some sort of standardization of hardware and/or software should result in improved service to users, as measured by a metric including all costs across the laboratory, not just to ITSD.

The focus of the committee is computer standards, not an overhaul of how ITSD does its business:  

Recommendations will be directed to two audiences: ITSD/CSAC and  Users.  The goal is not to scare any groups away and to continue to  encourage experimentation with leading-edge technologies in both ITSD and user groups.  In the process of this experimentation, we may find valuable technologies for future adoption.   An example is the current informal work in evaluation of Open Office.

It has been observed that there is a historic tendency of ITSD activities to migrate to users themselves.  Standards will be time-dependent and the audience will change due to this tendency.

Recommendations

To be added after the report is basically completed.

List of contributors and presenters

Committee members

John Staples (chair), Paul Barale (recording secretary), Chuck Axthelm, Alessandra Ciocio, Ron Huesman, Rich Nosek, Denis Peterson, Mark Rosenberg, Eli Rotenberg, Charlie Verboom, Jeff Willer

Special Presentations

Detailed reports from:


Jung, Willer, Staples, Nosek, Evanoff, Sopher, K. Olsen, Verboom,  Rosenberg

Charge to Committee

The Committee would provide a report that will consist of findings, issues and recommendations on issues pertinent to computer standards at LBNL.

Facts and Findings are the identification of pertinent facts surrounding the topic under discussion and will create a common body of knowledge 

Identification of issues will result in the discussion of items that might not be easy or useful to resolve.  

Recommendations might be directed to users (scientists, administrators) and/or support staff (ITSD) in regard to actions that they can stop/start/encourage.  Recommendations might be content or process in nature.   

“What we might accomplish is an agreement about what is and is not true, and what is best for this institution.  Result may be to validate what we’re currently doing.  Rather than looking at saving money, assume a fixed budget and seek to increase effectiveness.”   Sandy Merola.

Justification for Standardization

Guiding Principles

Best practices vs. mandatory requirements


balance between minimum and maximum standards


depth vs. freedom

Drivers for standardization


economies of scale


efficiency


reduction of security risk


file sharing


more predictable environment


more available technical support


web-based future at LBNL


marketplace driven


corporate systems


increased Microsoft penetration


changes in Microsoft licensing structure


cost of installing non-standard loads


leveraging quality of maintenance with large purchases

Process

The formation of the Computer Standards Committee was announced at the October 5th, 2001 CSAC and the first meeting of the committee took place on October 16th. The committee comprises twelve members, seven from the divisions (AFRD-2, Physics, ASD, Engineering, ALS and Life Sciences), and the rest from the ISS and CIS departments of ITSD.

Initially, eight resource persons were named to provide specialize information to the committee. Others were added during the life of the committee.

Heather Pinto served as administrative assistant to the committee, scheduling meeting times and venues, and maintaining a closed web site serving committee records, presentations and minutes.

John Staples chaired the committee, Paul Barale served as recording secretary.

The committee met fourteen times up to the generation of the draft report, meeting at first on a bi-weekly basis, transitioning to a weekly basis in 2002. The committee heard fourteen formal presentations from representative of various ITSD resource experts and user groups, most of which are reproduced in the appendix.

The committee selected topics of interested based on perceived areas of improvement in ITSD services under constant funding. Many topics were considered, some outside the charter of the committee, which are listed in the report as areas for further consideration by ITSD and CSAC.

The collective expertise of the committee assessed each topic and based on their knowledge and input from expert sources, formed the recommendations reported in this document.

Topics

Recommendations may apply to ITSD, the LBNL user community or both.

What does ITSD support of standards mean?

Each recommendation request support for one or more of the following:

· On-Site Training

· Procurement (BOA/PCard)

· Help Desk Assistance
 / Referal


· Financial Support


· Info and FAQ

· On-site or central service maintenance

· Centers of Excellence
What does LBNL user community support of standards mean?

· Giving strong early consideration to suggested standards when making computer acquisition decisions

· Expecting Central Support only for standard solutions and taking responsibility for decisions that are non standard

· What should the waiver policy be? (a simple certification that you are aware of the recommended standards and have reviewed the suggestions outlined therein?)

Summary of Topics addressed:

· Document interchange

· Browsers

· Lifeline support (Corporate Business Applications)

· Procurement assistance

· Desktop hardware and software support

· Macintosh support

· Scientific workstation support (Unix/Linux)

· Backups and archiving

· Informal centers of excellence

· Security issues

· Standard application development tools

· Laptops/PDAs

Document interchange 

Find a standard document format such that users on all platforms can at least read a document when received from another machine/platform/word processor.  Encourage the use of common document file types for documents that need to be edited as well as read.

Facts and Findings

Many documents at LBNL are exchanged in electronic form, as email attachments, web pages, etc.  There is no guarantee that the receiver will have the same  word processor, web browser or email server as the sender, or even the same machine or operating system.  Documents with wide distribution, in particular, LBNL administrative memos and notices need to be readable on any supported platform and word processor.  Administrative forms (PPR's, etc), surveys and documents to be modified need to be editable on supported platforms as well.  The "de facto" administrative standard word processor at LBNL is Microsoft Word. There are a number of difficulties associated with this however. 

1. There are many versions in use at LBNL, and there is generally minimal upward compatibility between versions.

2. Microsoft Word  exists only for Windows and Macintosh machines – not  available for Linux/Unix platforms.

3. This locks us into a single vendor, and one that is presently tightening its licensing policy.

4. Not everyone likes Word (or can afford it?)

Issues

OpenOffice is an open source option to Microsoft Office( and is reportedly available on all supported platforms (Macintosh, Windows, and Unix/Linux).  StarOffice( is a version of OpenOffice licensed by Sun Microsystems(.  OpenOffice/StarOffice lag Microsoft Office( by some number of months and is said to require considerable processor speed and memory and varies in its ability to render documents from platform to platform.  It does appear to be a viable option and should be (is being) investigated by LBNL.  OpenOffice/StarOffice support equivalents of Word, Excel and Power Point

Documentd formatted as .rtf’s have traditionally be a standard mode of transfer between platforms.  It is reported that there has been trouble with .rtf documents sent through some LBNL mail systems between platforms.  This needs to be looked into.

Recommendations

For read only documents:

	· PDF or vanilla HTML for all read only documents
	[users]


For read/write documents:

	· use simple document structures and/or save as .txt, .rtf (maybe), .doc (de facto standard), .xls (for excel docs), .ppt (for power point docs) and .dwg (autoCAD docs).
	[users]

	· test cross-platform read/write for critical documents 
	[ITSD, users]

	· Investigate "Lifeline" office tools and make available via web download

Word translators between Word versions

Tools for Document interchange

between word processors

between platforms - Open office/Star office?
	· [ITSD]


	Develop a "Center of Excellence" for translation of weird document types into a common document format.
	[users]


	Standard LBNL documents (PPR, etc.) need to be cross platform compatible and reasonable to use.
	[ITSD, users]


Browsers

Facts and Findings

Microsoft’s Internet Explorer has a commanding share of the browser market. Based on an early 2001 study at a major California Bank, Microsofts Internet Explorer was used in nearly 81% of the sessions and Netscape in only 19% of the sessions.  In a more recent update in early 2002, Microsoft’s share has climbed to 90% with Netscape dropping to approximately 10%. This is significant in that it is a major driver for vendors of commercial software deployed through the Web and indirectly impacts the choices LBNL has for third party business software.

Also as part of the statistics gathered on Web site usage , it was determined that Microsoft Windows platforms dominate the client market.  93.5%  of the users were running some form of Windows operating system and  5%  were running  Mac OS.  The rest were versions of Unix/Linux.    Again, this does not represent the population at LBNL, but it is a factor when vendors make development decisions for products that are targeted to the general population.

As an example of the impact of browser trends, PeopleSoft (the labs primary vendor for business software)  has certified its new Web-enabled version 8 for both Netscape and IE, but  they have advised that performance will be much better on IE.  Other vendors have given us similar advice regarding Netscape vs. IE.

Everything is moving to web base, generally Internet Explorer preferred.  OS platform & browser support is market driven.  Windows has a commanding share of the OS market.  Internet Explorer has a commanding share of the browser market.  Both LBNL and marketplace support model has favored Windows over Mac OS.  Marketplace support model favors Internet Explorer over Netscape.

The LBNL standard browser is Netscape.  This is due, in part, to our use of the Netscape Mail server and client software as the standard messaging system.  When electronic mail with hyperlinks is received by a Netscape client, the default browser that is invoked when the link is invoked is Netscape.  For applications that are designed for IE, this becomes a problem.
Issues

For infrastructure software, platform is no longer the primary concern. The choice of browser is becoming the focus of development and deployment decisions.  For internally written software, there may be a need to build for both Netscape and IE for standard platforms, however this adds cost.  

Another complexity involving browser selection is that the implementation of a given browser is not identical on all platforms.   For example, Windows Internet Explorer is not the same as Mac Internet Explorer. Although platform dependency is not as critical as browser selection, it is a factor.

The choice between Mac & PC seems fairly neutral (Mac supports IE), but unix/linux may be in jeopardy as desktop machines that can support Lab applications.

Recommendations

	· For lifeline corporate applications, insure that both Netscape and Internet Explorer will work.
	[ITSD]

	· Support a mail client that will support IE as a default browser.
	[ITSD]


Lifeline support (Corporate Business Applications)

Facts and Findings

OS platform and browser support are extremely market driven.

Windows has a commanding share of the OS platform market.

IE has a commanding share of the browser market.

The LBNL (and marketplace) support model has favored Windows over Mac.

The LBNL support model has favored Netscape over IE.

There is a major trend away from client-server and toward Web browser based applications.

The marketplace support model is driving LBNL’s support model accordingly. In the future, the Laboratory's major institutional applications will be predominantly Web-based, and, due to the marketplace support model, will be more extensively supported on the Internet Explorer browser than on Netscape.
Peoplesoft is the major vendor of LAB third party business systems. In the past, client server technology has been the technology of choice.  Because of vendor limitations, the Windows/PC environment has been the only platform capable of working with the financial management and human resource applications. This has been a primary driver in establishing an administrative standard. A second factor involves the method for deployment (using a Novell technology to “refresh” the desktop client at the time of invocation). This deployment technology depended on Novell client support for the target desktop.
Issues

Recommendations

	Administrative standards for desktop computers are working and worth keeping.  Most applications used for corporate business applications can be targeted to a standard Windows PC environment, with 6 exceptions as noted below which require cross platform compatibility
	[ITSD]


	
	LETS
	Purchasing
	IRIS
	Prop. Mgmt
	Email
	Calendar

	PC
	(
	(
	(
	(
	(
	(

	Mac
	(
	(
	(
	(
	(
	(

	Unix/Linux
	(
	
	(
	(
	(
	(


Procurement assistance 

Facts and Findings

FY01 Buying history

Laptops:  

· Dell 30%

· Sony 30%

· Apple 21%

· IBM 11%

· Other 8%

Desktops/PC market:

· Micron 33.5%, 

· Dell 25.3%, 

· MAC 6.2%, 

· FineTec 18.9%, 

· other (Sun, and a large number of other vendors) 17.1%

Fine Tec is the source of custom Linux servers, desktops, and clusters.

Lawrence Livermore Laboratory has a purchasing agreement with a commercial reseller of MAC and DELL equipment. The vendor provides custom software loads and on site warranty service.

Issues

Windows is the primary platform for Corporate Business Applications and Administrative services at LBNL.  UNIX/LINUX and MAC platforms continue to support the scientific community and should be provided the same advantages for acquisition that Windows PC’s are afforded.

Providing acquisition support does not infer the platform will be supported in other ways, with exceptions as outlined in this report.

Recommendations

	· Develop Basic Ordering Agreements for a standard PC, which can be used for Windows or Linux
	[ITSD]

	· Develop a Basic Ordering Agreement for MACS (or work with LLNL to use their contract)
	[ITSD]

	· Extend Pcard privileges for all BOA purchases in order to reduce the time and cost to acquire computer equipment.
	[ITSD]

	· Promote Group software licensing for commonly used products and advertise the availability of these agreements on the Web.
	[ITSD]


Desktop hardware and software support

Facts and Findings

Based on the first 6 months of FY02, approximately 15% of the MPSG time and material recharge business is based on on-site support of MAC hardware and software (the month to month numbers range from 10% to 26%).    85% of the effort supports PCs.  The MPSG group has 5 equivalent FTE’s that support T&M work at the lab. One is a MAC expert.

The help desk (funded by overhead) has 4 staff members and a team lead. One staff member is a MAC expert. No one on the staff can provide UNIX support.

Buying trends indicate that the proportion of MACs as a percentage of the Labs inventory has decreased.

Industry trends indicate that the Unix market will consolidate on Sun Solaris and Linux. Fewer Unix/Linux systems are being installed by ITSD, due to advances in the Linux installation and configuration technology.

Approximately 6 hours is required to build and test a lab standard load on a PC.  Once the load has been built, it takes approximately 30 minutes to image a new system.  Events which require new loads include: new versions of an operating system or a significant upgrade to a current version and  major change in components (motherboard changes for example).  Because of the large number of PC hardware component vendors, there is a need to standardize around one model in order to develop an economy of scale.  This is not true for Macs or equipment from vendors of proprietary hardware.

Issues

It is not economical to maintain on-site support for hardware that is not in common use.  

Recommendations

	· Provide Lifeline maintenance for standard hardware (Acquired via BOA)

· In house for high volume equipment (PCs, Macs)

· Outsource as needed to off-site vendors:  HP printers, Xerox/Tektronix Printers, and possibly Macs in the future if business decisions dictate a change within ITSD

· Solicit vendors who can provide on-site warranty support at no charge to the use
	[ITSD]

	· Provide Help desk assistance for standard software 

· Microsoft Office

· Open Office/Star Office
	[ITSD]

	· Continue to improve the LBNL software download site.
	[ITSD]


Macintosh support

Facts and Findings

Issues

Recommendations

Scientific workstation support (Unix/Linux)

Facts and Findings

Benefits with the current Unix environment

Basic Interoperability:

-uniform UID and GID namespace

-avoid UID and GID clashes

-required for collaborations requiring NFS sharing

-security implications when duplications occur

-Software Farm Support

-central server for common software and tools

-consistent paths

-does not require reconfiguration

-Modules

· -provides interface to dynamically load/unload software

· -granular choice of software - user can pick and choose w/o affectingother users on the system

· -abstracts software installation details from users

· -also used on NERSC

AFS vs NFS

· -global file system namespace

· -uniform file system naming
·  making the correct choices can facilitate (or hinder) collaboration with other groups

Issues

As more users install Linux with no assistance from ITSD, the requirement and benefits of central UID/GID registration will not be apparent.  There is a risk that the environment will become even more decentralized with a negative impact on interoperability.

Development as of Scientific workstations as a desktop system seems to be the direction things are going.  Need to investigate OpenOffice/StarOffice and secure Linux.

With the emergence of Mac OSX, LBNL will need to address the issues involved with Unix on Macs.

Recommendations

	· Maintain a centrally user and group id namespace for all Linux/Unix users.  Require new users to register with this service.
	[ITSD]


Backups and archiving 

Facts and Findings

Issues

Veritas…

Recommendations

	· Recommend LBNL policy on backups be advertised and promoted.  Each PI or designated line manager must actively determine the backup policy for each project.
	[ITSD]

	· Recommend that ITSD  provide an avenue for backup services  which supports all ‘standard’ platforms (Windows PC, Mac, Linux, Unix)
	[ITSD]

	· Make retrieval of backed up files simple and straight forward: must be user driven (backup and restores should be controlled by the user
	[ITSD]

	· Provide a service for data archiving
	[ITSD]


Informal centers of excellence

Facts and Findings

Some software products are commonly used at the Lab. Among these are LabView, certain statistical analysis programs (SAS), and Autocad.  

There is need to advertise expertise in these areas so new users or those with less frequent needs can be given assistance.

User groups can provide a valuable venue for information interchange. Examples are the Linux Users Group (LUG) and the MAC users group (MUG).

Issues

ICSD Help desk cannot be expert on everything – where expertise exists within LBNL, we should make use of it.  The real issue is creating a mechanism that allows scientists to locate the resident experts efficiently.

Note: some informal Centers of Excellence are really Birds of a Feather groups, but can fill the same need

Recommendations

	· Sponsor and/or participate in key users groups.
	[ITSD]

	· Ensure help desk is aware and can redirect questions/problems to the appropriate Center of Excellence.
	[ITSD]

	· As user groups / application experts develop, register with ITSD / Help desk so referrals can be made
	[users]


Security issues 

Facts and Findings

There is a proliferation of user maintained mail and web servers.

LBNL emphasizes host based security as a primary component of cyber security.

Quick access to qualified system administrators is critical in researching and resolving security issues.

Issues

Guest usage – how to avoid having legitimate LBNL visitors comprise the integrity of the network

Recommendations

	· CPPM/CPIC should develop a policy that adequately deals with mail and web server cyber security
	[ITSD]

	· CPPM should provide sources of software fixes (if not the software itself) for each critical security issue announced through their office.
	[ITSD]

	· Provide lower cost offering from CIS solely for security work (not for general system administration)
	[ITSD]

	· Provide advice for remote users in regards to cyber security (use of personnel firewall software, for example)
	[ITSD]


Standard application development tools

Facts and Findings

Dreamweaver and Front Page are the current Web site development products most used by the lab.  Dreamweaver is the choice for web based corporate applications that need this kind of tool.

Cross Platform compatibility should be a consideration when developing corporate Web applications.  Java Server Pages and Jave Servlets can run on Unix/Linux and Windows servers.  Microsoft’s Active Server Page technology only runs on Microsoft servers.

Oracle is the enterprise database product.  Mysql and Postgres are open source sql database products that are used in the scienfic  divisions.

Microsoft Access and Filemaker Pro are the two most common desktop database products.

Issues

What benefit would be gained if ITSD supported one web development tool for end users (Dreamweaver). Would it increase productivity when administrative and technical staff change jobs at the lab?

Should the lab consolidate ITSD effort on Microsoft Access or continue to support Filemaker Pro for non corporate applications?

Recommendations

	· Offer on site training and Help Desk support for Dreamweaver
	

	· Rational Rose or other equivalent UML based CASE tools should be recommended for large scale software development projects.
	[ITSD]

	· Should be required for corporate apps (enterprise software) to ensure maintainability and documentation
	[ITSD]

	· Should be available under site license for general LBNL usage and recommended for all software projects
	[ITSD]

	· Should support for mysql and oracle be provided?
	[ITSD]

	· Training should be available for one product (Dreamweaver) in order to encourage standardization at the lab.
	[ITSD]

	· Recommend using Apache as a web server? (runs on unix and windows platforms).
	[ITSD]


Laptops/PDAs

Facts and Findings

Hard to standardize at present – hardware changing too fast

laptops starting to replace desktop systems

Issues

Recommendations

	· provide buying advice, no standard load
	[ITSD]

	· provide easy buying mechanism
	[ITSD]


Current Issues (considered but already being dealt with by others)

Guiding Principle:  Do not make recommendations where good standards already exist or where other groups already have jurisdiction and are taking action.

Desktop PC Standards

(Standards already exist and were deemed adequate)

Wireless

(Policy being written by NTD, security issues to be handled by CPIC and CPPM).

Networking

(Already established as a standard service).

Server acquisition

(no economy of scale)

Real-time applications

(not within scope)

Future Issues 

Guiding Principle:  topics or ideas that came up but were not discussed in detail. Should be pursued by others.  In some cases, problems with the status quo were identified.

Energy conservation standards

Consistent AV interface in all AV-equipped rooms

Rapid expansion of video conferencing – standardization may be needed

Remote access 

(It is unclear what the appropriate level of support for off-site users of LBNL systems should be. These include travelers, staff working at home, or staff working on Campus.)

Electronic Mail 

(netscape client is now supported, but many users want to use Eudora. Some want to use outlook. We need to decide if we have to expand the clients we will support in ITSD).

Appendices and Presentations

See web site for list of presentations
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